Technical Questionnaire for Distribution Partners

Thank you for completing this questionnaire. The following questions will allow the Content Protection team to evaluate your licensing request. Some answers may require uploads of diagrams, additional technical paperwork. Please attach any relevant documentation to the questions. Please make sure that your diagrams/uploads are easily legible. In instances where your service will provide content over multiple distribution platforms/methods, please complete each relevant section.

Instructions:
1) Please complete the following section to provide general information about your company and content systems. A highlighted selection is acceptable where applicable. 
a) Section A: General Information
b) Section B: Physical Site Security
c) Section F: UHD






[bookmark: _Section_A:_General]Section A: General Information

A1
Please provide the following information.
1. Service Provider Name: SK Broadband Co., Ltd.
2. Service Name: Btv
3. Technical Contact Name: Lucy Lee
4. Technical Contact Email: lucyjlee@sk.com 

A2
Please indicate which category most closely describes your company.
1. CSP (Content Service Provider)
2. DMVPD (Digital Multichannel Video Provider)
3. Hospitality (Hotels, cruise ships, buses, prisons, etc.)
4. IFE (Airplanes and airplane associated businesses)
5. MVPD (Multichannel Video Provider)
6. Solution Provider (Software or hardware provider for content protection)
7. Other: ISP

A2a
Will you be distributing our content via any third-party operators?
1. Yes
2. No
A2b
Will any of third-party operators deliver content via managed networks?
1. Yes (Disney/Fox Media Master(SKB Material Service Vendor) SKB 
2. No
A2c
If No, please provide a list of the third-party operators that will deliver content over open internet. *Note* You may be required to submit additional information on your third-party operators at a later date. 

A3
What DRM or CAS provider are you using? Please indicate all that apply.
DRM
1. Apple FairPlay 
2. Arris SecureMedia 
3. Azuki DRM 
4. CLMA OMA 
5. Google Widevine
6. Intertrust Marlin 
7. Microsoft PlayReady 
8. Nagra PRM (Nagra MediaAccess PRM) 
9. NDS VideoGuard 
10. Verimatrix ViewRight 
11. Other: Please Describe
CAS
12. 1 way TLS 
13. 2 way TLS 
14. DigiCipher 
15. Irdeto 
16. Marlin IPTV 
17. Mediacipher Motorola IPRM 
18. Mediaroom PRM 
19. Nagravision 
20. NDS 
21. PowerKEY 
22. ProIdiom 
23. VCAS 
24. Cryptoguard
Other Protection Mechanisms
25. Other, please specify: SKT Melon DRM

A4
Does your CAS and/or DRM solution provide mechanisms to recover from a security breach?
1. Yes
2. No

A5
What regions are you requesting service for? Please select all that apply.
1. North America
2. Europe, the Middle East, and Africa (EMEA)
3. Asia-Pacific (APAC)
4. Latin America and the Caribbean (LATAM)

A6
When are you requesting service by? Sep 30, 2022

A7
What content are you requesting for your service?
1. Non-Theatrical (IFE, Hospitality, etc.)
2. Series
3. Features
4. Channels

A8
Which of the following business models will your platform offer? Please select all that apply.
1. TVOD (Transactional Video On Demand)
2. SVOD (Subscription Video On Demand)
3. AVOD (Advertisement supported Video On Demand)
4. EVOD (Exclusive Video On Demand)
5. FVOD (Free Video On Demand)
6. PPV (Pay Per View)
7. EHV (Electronic Home Video)
8. Linear Broadcast (Cable/Satellite/Terrestrial)
9. Live Simulcast
10. Catch Up
11. TV Everywhere
12. Other, please specify:

A9
What delivery network(s) will your service be using (e.g. Managed Networks, OTT, OTA, etc.)?
Managed Networks (IPTV, DVB, DTH, etc.)
1. Satellite
2. Fiber
3. FTA (Free to Air)
Open Internet
4. Open Internet

A9a
If FTA: 
Please enter the following information about your FTA configuration.
1. FTA Compression scheme
2. FTA Bit rate
3. FTA Resolution/Frame rate

A10
What content resolutions are you requesting for your service? Please select all that apply.
SD
1. Below 480p
2. 480p
3. 576p
HD
4. 720p
5. 1080i
Full HD
6. 1080p
UHD 4K
7. 2160p

A11
What are the targeted end-user devices that your service will be providing content to? Please select all that apply.
1. Set-Top Boxes (Hybrid or Standard):SD, HD, FHD, UHD 4K
2. PC (Windows)
3. PC (Linux)
4. Mac OS
5. Mobile Phone/Tablets: SD, HD, FHD(for mobile B tv, PlayZ)
6. Connected Devices (e.g., Roku, Apple TV, Smart TV, Gaming Consoles, etc.): BIP-EB100(Android TVOS)

A12
Are the set-top boxes supplied by the provider or by a non-provider? Please select all that apply.
1. Provider Supplied Device
2. Non-Provider Supplied (e.g., Roku, TiVo, Amino, etc.)
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The following questions will be about the physical site security of the facility/facilities that will be receiving, processing, or storing content as part of this licensing agreement. For international licensees that may not have had a CDSA/TPN/MPAA site audit, please include any third-party auditing information and certification available. 

B1
Has this facility received a CDSA or TPN audit?
1. Yes
2. No

B1a
If Yes: Please provide the date of audit completion. 

B2
Describe the security measures in place at the operations center. In particular, the surveillance system, access control measures, and procedures for managing content.
The operations center is 24/7 guarded. The access to the content storage and utility facility is restricted and limited to the designated managers. Plus, only the IPs authorized by SK Network’s firewall can gain the access to the content storage.

B3
Which areas within the facility are access-controlled (e.g., badge reader, pin pad, physical lock)?
All areas are access-controlled. Only the authorized managers with their own ID card can enter the designated area.

B4
Are all personnel (including temporary, contract, and freelancers) required to sign Non-Disclosure Agreements (NDAs) and/or confidentiality agreements upon hiring?
1. Yes
2. No

B5
Does the access control system support generation of logs that records each instance of access and user activity?
1. Yes - access
2. No- user activity

B6
Have you received an independent audit for your facilities and systems?
1. Yes
2. No

B6a
If Yes:
Please attach the report from the independent audit of your facilities and systems.

B7
Have you received an independent audit for your application or service?
1. Yes
2. No

B7a
If Yes:
Please attach the report from the independent audit of your application or service.
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If it is your intent to acquire and distribute UHD 4k content, please answer the following questions about the UHD security and content protection you have in place.

F1
A third-party security audit of your security implementation on end user devices and system robustness is required to receive UHD/HDR approval. Internal reviews are not sufficient. however, if you are deploying a system or solution that has already been audited by a third-party, (e.g. Samsung Tizen Connected TVs), please provide the executive summary of your device manufacturer or implementor’s audit results before completing your submission.

F2
Provide details for each device/platform you are requesting UHD content for.
	Manufacturer
	Device type
	Model number
	OS minimum version no.
	DRM version & level
	Requested Content Resolution
	Delivery Type
	Network

	Intek Digital
	STB
	BID-AI100
	Android TV OS 10
	
	2160p
	HLS
	

	
	STB
	BID-AT200
	Android TV OS 10
	[bookmark: _GoBack]
	2160p
	HLS
	

	InnopiaTech
	STB
	BIP-AI100
	Android TV OS 10
	
	2160p
	HLS
	

	
	STB
	BIP-UW200
	Android TV OS 10
	
	2160p
	HLS
	

	
	OTT STB
	BIP-EB100 (Playz)
	Android TV OS 10
	
	2160p
	
	

	ALT
	STB
	BFX-AT100
	Android TV OS 10
	
	2160p
	HLS
	

	
	STB
	BFX-UH200
	Android TV OS 10 (AOSP)
	
	2160p
	HLS
	

	
	STB
	BFX-UA300
	Android TV OS 10
	
	2160p
	HLS
	

	Apple
	STB
	A2169 (AppleTV 2nd gen.)
	tvOS 15
	WV L1
Apple FairPlay
	2160p
	HLS
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



F3
What is your chosen DRM solution for UHD/HDR content? Please select all that apply.
1. Google Widevine
2. Apple FairPlay
3. Microsoft PlayReady
4. Other, please specify:

F4
Please describe your DRM solution in detail, including but not limited to the SOC, chipsets, Trusted Execution Environment implementation, secure video pathway protection, and tamper resistance. 
SOC, 칩셋, 신뢰할 수 있는 실행 환경 구현, 보안 비디오 경로 보호 및 변조 방지를 포함하되 이에 국한되지 않는 DRM 솔루션에 대해 자세히 설명하십시오.

F5
Please describe your boot process.
부팅 과정을 설명해 주세요.

F6
Describe the hardware root of trust implementation.
하드웨어 루트 오브 트러스트 구현을 설명하십시오.

F7
Describe the provisioning process for all elements of the hardware root of trust.
하드웨어 신뢰 루트의 모든 요소에 대한 프로비저닝 프로세스를 설명해주세요.

F8
How is the OS/firmware protected in transit?
OS/펌웨어는 운송 중 어떻게 보호됩니까?

F9
How is the OS/firmware authenticated and checked for integrity?
OS/펌웨어는 어떻게 인증되고 무결성이 확인됩니까?

F10
Please describe in detail what your firmware update process entails.
펌웨어 업데이트 과정에 대해 자세히 설명해 주십시오.

F11
Describe the Trusted Execution Environment (TEE) and how it is established.
TEE(신뢰할 수 있는 실행 환경) 및 구축 방법을 설명해 주십시오.

F12
How is encryption being handled within the TEE?
TEE 내에서 암호화가 어떻게 처리되고 있습니까?

F13
How does decryption happen on the hardware?
하드웨어에서 암호 해독은 어떻게 발생합니까?

F14
After decryption, how is content protected?
암호 해독 후 콘텐츠는 어떻게 보호됩니까?

F15
How does your solution ensure the integrity of data being sent to the HDMI chip?
솔루션이 HDMI 칩으로 전송되는 데이터의 무결성을 어떻게 보장합니까?

F16
Please describe the types of side-channel attacks your solution has been evaluated against.
솔루션이 평가된 부채널 공격 유형을 설명하십시오.

F17
Describe how digital output protection mechanisms are enforced at the hardware level.
디지털 출력 보호 메커니즘이 하드웨어 수준에서 시행되는 방식을 설명해 주십시오.

F18
Does your solution enforce HDCP 2.2 type 1 signaling?
솔루션이 HDCP 2.2 유형 1 신호를 적용합니까?
1. Yes
2. No

F19
Does the device have any analog outputs?
장치에 아날로그 출력이 있습니까?

1. Yes
2. No

F20
Describe how analog outputs are disabled for UHD content.
UHD 콘텐츠에 대해 아날로그 출력을 비활성화하는 방법을 설명합니다.

F21
How is runtime integrity of the DRM verified?
DRM의 런타임 무결성은 어떻게 확인됩니까?

F22
Describe the components of the security system on the end user device that are renewable.
재생 가능한 최종 사용자 장치의 보안 시스템 구성 요소를 설명해 주십시오.

F23
How is renewability implemented? Describe the enforcement of renewability and prevention of rollbacks.
재생 가능성은 어떻게 구현됩니까? 갱신 가능성 시행 및 롤백 방지에 대해 설명해 주십시오.

F24
How does the system revoke code-signing certificates?
시스템은 코드 서명 인증서를 어떻게 취소합니까?

F25
Describe how individual or groups of devices can be revoked if they cannot be renewed.
갱신할 수 없는 경우 장치의 개별 또는 그룹을 취소할 수 있는 방법을 설명해 주십시오.

F26
Describe how the method or solution can be used to identify the device make, model, configuration, firmware/OS and the playback chain (i.e. connected devices) where a breach occurs.
장치 제조업체, 모델, 구성, 펌웨어/OS 및 침해가 발생한 재생 체인(즉, 연결된 장치)을 식별하기 위해 방법 또는 솔루션을 사용할 수 있는 방법을 설명해 주십시오.
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